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]l Mount Image Pro Mﬁ&jm =
| File Options Help

‘ a_ Mount... B_ Unmount ~ @ View... @ Qptions Qﬁpdate Q Help

Mounted Images

Filename Files Partition #&s Label FileSystem Date Aquiied Examines CaseMo EwvidenceMo Acquiing Program  Descrption

Image o Device: DAVFC DEMOMEvidence Files\VFC.EDN

Drive letter. | First Available =
Mount &s..: [P}ysﬂ:&mﬂ,‘ '_J
Access Mode: | Read Dnly n

Image Details

Filename:

Image Properties .

Sagra ] i Id fictive  Location Capacity File System

Mounted Drives: 0 MIPG4 Driver (ver 4.6.56.0) installed, service is running  MIP64 FileSys Driver (ver 2.5.51.126) installed
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| Eile Options Help

| @Moum.‘. a Unmount = @\Viaw‘.. @ Options Qgpdate @ Help

Mounted Images

Filename Files Partition &g Label File Spstem D ate Aquired Examiner
& D:\WFC DEMOE vidence Files\YFC_DEMO.EDT O 1] PHYSICALDRIVES Physical 06/04/2011 11:46:54  Michasl A, Perhall

€| {1l ¢
Image Details

Filename:  [:%%FC DEMOAE vidence Files\FC_DEMO.ED
Image Properties Partitions:

T— Value - Id Aclive  Localion Capacity File Systern

Capacity 144,05 GB IE i 0 Mo 1] 149.05 GB Physical

Total Sectars F12581808 £

Cylinders F0m

TracksPeCylinder 16

SectorsPerTrack 63

BuytesPerSector 512 -

Mounted Drivess 1 MIP64 Driver (ver 4.6.56 0} installed, service is unning  MIPG4 FileSys Driver (ver 25.51.126) installed

) (  H7E4E
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I

VEEMain """ Modify Hardware | Restore Points | Password Bypass |

About |

| Generate VFC VM ‘ Open Existing VM

Written and Developed by Michael A, Penhallurick, © 2005 - 2010

Guest Operating System

[mcrosoft windows -
Version
[-Autodstect - -

Auto-Analyse Partitions

Virtual Machine Mame (.vmx assumed)
New Virtual Machine

Virtual Disk Name (.vmdk assumed)

New Virtual Disk
optons | [ GeartogFie | [ viewlogFie
Dongle Serial 00030
Dongle Expiry Date  13/06/2011
License Status 73 days remaining
Launich VM |

# n

& &

Select the Physical / Mounted Disk you want to virtualise

1
\' & éc Virtual Forensic Computing
1

[~ pisplay Mon-Bootable

Drive Details Bus LBA Cyls Heads SPT BPS Capadity
0 5T3250824A ATA Device IDE 488397168 30401 255 63 512 232.89GB

Partition Information se MBR. Geometry for MIP disks
Volume System Active StartCyl StartHead StartSector EndCyl EndHead EndSector Relative Sectors Number of Sectors
1 0x07 Yes o 1 I 1023 254 63 683 292334742
2 0x07 No 1023 o 1 1023 25% 63 292334805 20241900

Volume 1: 142741 Mb (NTFS) (Bootable)

Volume 2 : 9883 Mb (NTFS)

Unused space at end of disk: 2 Mb

Written and Developed by Michael A. Penhallurick, © 2005 - 2010 [VewSectors] [ o || Cancel || Bit |
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Ty e g R ==
Selected Drive
Partition
Drive Details Bus LBA Cyls Heads SFT BPS Capadity
Gelata Mount Image Promounted dsk MIP 512561008 19458 255 63 510 145,060 | AACAeaL: -
Sector View
oo 01 02 03 04 05 O 07 08 09 0& OB 0DC OD ODE OF -

Qpopoooono 33 FF BE 00 02 SE D7 BC 00 74 BE AD 07 8B CE BE  3%4. IxM.z» .0l1 |
0oooooogio DB BE C3 F3 A4 EA SD 00 &0 07 10 00 01 00 oo 7C  Opdsme]. ... . |
pogooooo2o0 oo 00 00 00 0O o0 0O 0o 0O OO0 0OC ee BB OBE OB B4 ... fRU
Qooooooo3n 42 Cé 0 1F 00 ?C 32 CO 66 B89 1 22 00 BE 14 00 BE. .. |2Af1." % .
ooooopooodn B2 80 CD 13 OF 82 E1 00 81 3E FE 03 EBE Ah C3 AC el 14 b U2E-
oooooo00s0 0A CO 74 Fa B4 OE BE 07 00 CD 10 EB FZ2 8B E9 8B Ata’ .. I Bopel
0ooooonosn DI Cé 06 2& 00 OC BF EE 01 B9 04 00 358 6D 04 74 OE. = éi. ' . Bm.t
pooopooo?o 37 ES BY FF 7?5 1F 66 B8 52 45 43 4F 66 39 06 03 7&-yu f RECOES..
pooooooogo 02 74 0C 66 39 06 FO 03 75 OB C6 06 2& 00 07 8B t.f3 8. u E.* .|
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VFC Main | Modify Hardware I Restore Paints | Password Bypass |

— WVolume 1: 142741 Mb (NTFS) (Bootable)

About ‘

Guest Operating System

Unused sclpace atend of disk: 2Mb

S

| Genzrate VFC WM \ Open Existing VM

Written and Developed by Michael A. Penhallurick, © 2005 - 2010

IMir:msu& Windows

Version

[ Autodstect —

[¥] Auto-Analyss Partitions

Virtual Machine Name (.vmx assumed)
New ¥irtual Machine

Mt Teg Name { ook Sesined)

New Virtual Disk

[ optons | [ ceartogFle | |

n & n

2 4

+ ") "

‘ce ") )
7)" B
& & '"""&

+ && n n &
"() +3

View Log File

Dongle Serial 00030

Dongle Expiry Date  19/08/2011

icense Status 73 days remaining

| Launch VM
" "
"
"
1 n
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| VFC Main

| Modify Hardware I Restore Points. | Password Bypass I

Wolume 2 : 9883 Mb (NTFS)
Unused space at end of disk: 2Mb

a EhESiGIDrivEQ E.ﬂ 312581308: CHS 19458i255 63)

Analysis results for |\, PhysicalDrived

GuestOs : Windows P Professional
Install Date + 28112007 17:09:02
Last Boot Time + 13/09/2010 20:51:08
Last Shutdown + 13/09/2010 22:02:52

Last Used Date
Registered Owner
Registered Org. + <blank>
Computername : DEMOPC1
Computer Description : Demo PC
Metwork Workagroup : MDSMNET
Disk Serial Number : AA 85 AA 95
RAM detected (Mb) : 2016

: 13/09/2010 22:02:53

Timezone : GMT Standard Time

Product ID : 76437-0EM-0011503-00101

CDKey FRVRD G0 -2 0YS 610 HK BG
Generate VECVM | | Open Existing v

Written and Developed by Michael A, Penhallurick, © 2005 - 2010

About ‘

Guest Operating System

IMaaosoft Windows

Version

[ windows X2 professional

Auto-Analyse Partitions

Virtual Machine Mame (.vmx assumed)

New Virtual Machine

\ﬁrmal Disk Mame (.vmdk assumed)
Mew Virtual Disk
[ Options ] [ Clear Log File ] [ View Log File
Dongle Serial 00030
Dongle Expiry Date 13/06/2011
License Statug 73 days remaining
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Import Windows XP Mode VM
Connect to ACE Managerment Server...
Close Ctrl+ W

Map or Disconnect Virtual Disks...

Add to Favorites

Exit

Welcome to VMware Player

Create a New Virtual Machine

=
E Create a new virtual machine, which will then be
r— added to the top of your library,

Open a Virtual Machine

Open an existing virtual machine, which will then be
i._ A
()

added to the top of your library.

Download a Virtual Appliance

Download a virtual appliance from the marketplace.
‘You can then open itin VMware Player.

Help
Yiew VMware Player's help contents,

vmware
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File Edt View VM Tesm Windows Help nle | @GR = Bl ¢ e ) - @

(3 VFC - New Virtual Machine

PhoenixBI0S 4.0 Release 6.0
Copyright 1985-2001 Phoenix Technologies Lid.

A1l Rights Reserved vmWa re
Copyright 2000-2009 UMuware, Inc.
UHware BIOS build 315

ATAPL CD-ROM: UMware Uirtual IDE CDROM Drive
House initialized

Press F2 to enter SETUP, F12 for Metwork Boot, ESC for Boot Menu

To direct input to this VM, click inside o press Ctrl+G, [OT=1=T N 5= | &

7" ) ( + " $ 2 3(D + #
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File Edt View VM Team Windows Hep | B 00 (D)@ | @@ O FEEE| &%

(3 VFC - New Virtual Machine

+Hard Drive
CD-ROH Drive

<Enter Setup>

To direct input to this VM, click inside o press Ctrl+G, [eT=1=T N 5= | &

File Edit View VM Team Windows Help o | &

(3 VFC - New Virtual Machine

To direct input to this VIV, click inside or press Ctrl+G. L




(3 VFC - New Virtual Machine

On to Credential Manager
ere to log on with Wizard

M "‘
Windows

To begin, click your user name

[@] Turn off computer

| To direct input to this VM, click inside or press Ctrl+G.

Administrator
YPE your passy

rd

EN D

on, you can add or change acce
1 f

ntrol Panel and cli

+ D%>) 3
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|

| vFcMain [ Modify Hardware | Restore Paints J§| Password Bypass About

VFC Windows Password Bypass

This function requires a VMware suspended virtual machine created with VFC2.
This procedure has been tested on:
WinNT, Win2k, WinXP, Vista, Windows 7, Server 2003 and Server 2008.

Once the patch has been successfully applied, [Resume] the suspended machine and logon using any password (or
simply press the <Return> key).

The patch will authenticate all users until the virtual machine is rebooted, at which time normal authentication will be
required.

NB It may be necessary to enter an incorrect password (or just press the return key) at least once prior to using this
patch to ensure that the relevant system modules have been loaded into the VM memory. It may also be necessary
to run the patch twice or reboot the WM and then apply the patch.

VMware YMX configuration file

D: WFC DEMOWFC \Hew Virtual Machine. vmx Authenticate All Users

VMware suspended machine YMEM file
D WFC DEMOYWFC\Wew Virtual Machine, vmem Resume VM

Written and Developed by Michael A, Penhallurick, © 2005 - 2010
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File Edit View VM Team Windows Help

Welcome to the Found New
Hardware Wizard

This wizerd helps you install software for:

Vidso Controller {VGA Compatible)

(). ¥ your hardware came with an installation CD 5
<42 or Hloppy disk. insert it now.
What do you want the wizand to do? G

[y
@ Installthe scftware automatically (Recommended) a 1
© Install from = st = 3 @ % ’
lick Next to continue. i
-
g L

Your audio hardware configuration has changed. You must re<nstal SoundvaX. &

To direct input to this VM, click inside or press Ctrl+ G, GmBOCCE | 8
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File Edit View VM Team Windows Help

{5 VFC - New Virtual Hachine >

My Computer ‘

i VMware Tools

Browser
Choice

pr—

74 start & YMware Took

To direct input to this VM, click inside or press Ctrl+G.

1S 3

OEE& 5

Welcome to the installation wizard for
VMware Tools

The installation wizard wil install Viiare Tools on your
computer. To continue, dick Hext

\WARNING: This program is protected by copyright law and
international treaties.

! 1
& 01

# %



( VFC - New Virtual Machine - VMware Workstation
C - New Virtual Machine -V}

& 1 3

||2||

File Edit View VM Team Windows Help

| (3 VFC - New Virtual Machine

G
My Corputer Time
PIATE-

N

L2

To direct input to this VM, click inside or press Ctrl+G.

nle | BGE OEB0)

7 ") %
- O + +)

2 NMM+++ '+ 'M &M+ :H'"
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irtual Machine - VMware Workstation

/Pro Manager

firtual Forensic Com

Register Virtual Forey

Calculator

Microsoft Office Pow

File Edit View VM Team Windows Help 01

My Bluetooth Places
Set Program Access and Defaults
dows Catalog

Vindaws Update

Catalyst Control Center
1) Games

H

I3 HF Beckup & Recovery

I intervides winDVD

I LightScribe Direct Disc Label

T Microsoft Office

I POF Complete

I Roxio
Startup
HP Notebock Accessories Praduct Tour
HP ProtectToodls Security Manager
HP Software Setup
Internet Explarer
QOutlook Express
Remote Assistance
Windaws Media Player
Windows Movie Maker
Demo Euilder

1@ mstant Effects

I Merosoft QL Server 2005

I Hitachi Finger Vein Authentication System

I 200
2
’ =
To direct input to this VM, click inside or press Ctrl+G.

i@ viglance Pro

I LiveUodate Notice
WirRAR
Mount Image Pro v

irtual Forensic Computing

) webEx

I coogle Chrome

@ qQuickTime

() Apple Software Update

Accessbiity
I Communications

i Entertainment

Tl System Tools

W) Address Bagk

B calouiator

B Command Prompt

B notepad

W pant

@) Program Compatibiity
@ synchranize

@ Tour Windaws P

£3 Windows Explorer

B, sackp
) Character Map

Disk Cleanup
Disk Defragmentsr

Fles and Settgs Transfer Wizard
Schedued Tasks

Security Center

System Infarmaton

System Restore

|
| =

To direct input to this VM, click inside or press Ctrl+G.

File Edit View VM Team Windows Help

£ System Restore

Welcome to System Restor

Yau can use Syste Restore to undo harmful changss to
your computer and restore its settings and performance,
System Restore returns your computer to an earlier tme.
(called a restore point) without causing you to lose recent
work, such s saved documents, e-mai, or history and

favarites lists.

Any changes that System Restore makes to your computer

are completely reversble.

Your computer automatically creates restore points (called
system checkpoints), but you can also use System Restore
o create your own restore points, This is useful If you are
about to make 5 major change to your system, such 25
instaling 2 new pragram ar changing your registry,

System Restore Settings

To continue, select an option, and then click Next.

ystem Restore

To begin, select the task that you want to perform:

(@) estars my. samau e fo. a0 sarier me.

) Create a restore point.




r VEC - New Virtual Machine - VMware Workstation

File Edit View VM Team Windows Help

(3 VFC - New Virtual Machine

=

My Computer

£ system Restore

Select a Restore Point

The following calendar displays in bold al of the dates that have restore points availeble. The st displays the
restore paints that are vaiable for the selected date,

Passble types of restore points are: system checkpaints (scheduled restare points created by your computer),
manual restore points (restore points created by you), and installation restore points {automatic restore points
created when certain programs are installed),

1. On this calendar, click a bold date. 2. On this list, click a restore point.

12 July 2010
21:17:24 Installed iTunes

System Restore

i
|
‘ : [ <Back | [ Mexx> | [ Ceneal

To direct input to this VM, click inside o press Ctrl+G, CmBaCCsE| 3

r VEC - New Virtual Machine - VMware Workstation

File Edit View VM Team Windows Help

(3 VFC - New Virtual Machine

™

My Computer

£ system Restore

Confirm Restore Point Selection

Selected restore point:

12 July 2010
21:17 Installed iTunes

This process does not cause you to lose recent work, such as saved documents or e-mail, and is completely
reversigle,

Important: Before continuing, save your changes and close any open programs.

System Restore may take a moment to collect information about the selected restare point before shutting
dorn your computer.

Torastoe your computer tothi date an tme, clck et

€ system Restore

"2 v % 3+ ) '

+ 0:99$4729 $ " & 7
% 0 )
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File Edit View VM Tesm Windows Help RIEL 3 G [ i B

(3 VFC - New Virtual Machine

To direct input to this VM, click inside or press Ctrl+G. BaBd%

+ # " )

L:J VFC - New Virtual Machine - VMware Workstation ‘ J-_

File Edit View VM Tesm Windows Help 10 [ (] O EES EEE

(3 VFC - New Virtual Machine

We apologize for the inconvenience, but HWindows did not start successfully. A
recent hardware or software change might have caused this.

If your computer stopped responding, restarted unexpectedly, or was
automatically shut down to protect your files and folders, choose Last Enoun
Good Configuration to revert to the most recent settings that worked.

If a previous startup attempt was interrupted due to a power failure or because
the Power or Reset button was pressed, or if you aren’t sure what caused the
problem, choose Start HWindows Normally.

Safe Mode
Safe Mode with Networking
Safe Mode with Command Frompt

Last Known Good Configuration (your mMost recent settings that worked)

Start Windows Nortallyl

Use the up and down arrow keys to mouve the highlight to your choice.
Seconds until Windows starts: 27

|| To diect input to this VM, click inside or press Ctrl+G. [CT=1=e =

2 "3 !
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